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SAFE AND SECURE INTELLIGENT SYSTEMS

.......

ETHICAL HACKING & CYBER SECURITY
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Quick Intro
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Mr.Anil Raj (B tech(Comp.Sci)/Certified Ethical Hacker/ECSA/LPT/CCNA
Former Sr. Info Security Consultant to IBM

Cyber Security Professional with 9+ years of experience in IT Security
Projects, Forensics & IT Security Consulting

Expertise in Web App Security, VAPT , Network Security , Forensics &
Regulatory Compliances
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Security

Dynamic Leader and frequent appearance in Media, Newspaper and for
Seminars .

17th International Conference on Embedded Systems
31st International Conference on VLSI Design




Agenda

A Introduction Of Cyber Security And Ethical Hacking
A Element Of Cyber Security

A Overview of Hacking Concept, Types and Phases
A Case Studies

A About Ransomware

A Other Hacking Attacks

A Protection Against Cyber Crime
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A Home Page Of Web Browser Changed

A Getting unnecessary Popps while browsing Internet

A Reduction Of Hard Disk Space?

A System Hangs,While task manager show only 10% load?

A Shortcut is created in your pen drive?
A Received prize winning SMS or mail?

17th International Conference on Embedded Systems @
31st International Conference on VLSI Design A

=y
e[




Element Of Information Security

Confidentiality : Assure that the information is
accessible only to those authorized to have.

& Integrity : The trustworthiness of data and
@ ’ ~ . resources in terms of preventing improper and
el | nauthorized changes.

101
A1, CONFIDENTIALITY

Availability : Resource should be available at
the time of requirement
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Hacking

A Hacking refers to exploiting system vulnerabilities and
compromising security controls to gain unauthorized or
Inappropriate access to the system resources.

Hackers
White Hat Q ‘
Black Hat
People who Grey Hat
specialized . People_ who
hacking Exploit a break into
check the security to the networks and
faults of the attention of harm to the
system the owners network and
property

White Hat is known as Ethical Hacker
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Computer Criminals

CO MPUTER CRIMINALS system Administrators

Some scripts are useful
10 protect networks

Cracker:

* N Computer-savvy
programmer creales

(8)X®)

attack software

Script Kiddies
Unsophisticated
computer users
who know how to
execute programs

Criminals:
Create & sell bots -> spam
Sell credit card numbers,

Malware package=$1K-2K
1 M Email addresses = $8
10,000 PCs = $1000
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Some thing About Malwares

A Virus

A Worms

A Trojan Horse/ Logic Bomb w
A Social Engineering "

A RootKit

A Botnet/Zombies
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Virus

A A virus attaches itself to a program, file, atisk
A When the program is executed, the virus activates and replicates itself
¥, In order to recover/prevent virus/attacks:

Avoid potentially unreliable websites/emai
System Restore

Reinstall operating system
Anti-virus (i.e. Avira, AVG, Norton)
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Worm

A Independent program which replicates itself and sends copies from computer to
computer across network connections. Upon arrival the worm may be activated to

Snored computorns with wook J
> moy get inf Ly 0%
e worm
- ] - »
Computarns with & proper password policy.
currant ¥ up v of security

L o, ond L] are
froem Infoction of this worm

Roemovable devioes, such
as Extornal Hard Drives
and USH aticks, may got

infoctod by the worm /
[ 9

XX
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me ) Worm:Win32/Conficker altempls 10 make
NUMOFOUS CONNBCLONS 10 Compulers across tho
L 0 oy that ¢o not have
¢ current necurity updatos, or have opan sharos,
v . romovable moedis, or wonk passwords

Computers with opon sharons Computets Without Ihe WMot soouiy

may got infected by the worm updatos may gol infocted by the
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LogicBomb/Trojan

A Logic Bomb:Malware logic executes upon certain conditions. Program is often used for legitimate
reasons.

I Software which malfunctions if maintenance fee is not paid
I Employee triggers a database erase when he is fired.

A Trojan Horse:Masquerades as beneficial program while quietly destroying data or damaging your
system.

i Download a game: Might be fun but has hidden part that emails your password file without you
knowing.
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Social Engineering

A Social engineering manipulates people into performing actions or divulging confidential information.
Similar to a confidence trick or simple fraud, the term applies to the use of deception to gain
information, commit fraud, or access computer systems

In Person:
What ethnicity
are you? Your

mot her 6s

Phone Call:
This is John,
the System
Admin.
- || Whatis your
e password?

Email:
ABC Bank has

noticed a
problem with
our
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Phishing

A Phishing is the attempt to obtain sensitive information such as usernames, passwords, and credit card
details, often for malicious reasons, by disguising as a trustworthy entity in an electronic
communication.
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Bothet

A A botnet is a large number of compromised computers that are used to create and send
spam or viruses or flood a network with messages as a denial of service attack

A The compromised computers are callezbmbies

O Attack

Initiate Attack g mﬂc\:
Attacker g Victim
Control
Server g

Botnet
Attach Nodes
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RootKit

A Upon penetrating a computer, a hacker installs a collection of programs, callegatkit .
¥, May enable:
Easy access for the hacker (and others)
Keystroke logger
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Case Studies

A

According to KPMG survey, 69% of organization in India, said that
ransomware was a significant risk to them while 43% reveles that they
had already experienced the same.

According to CERT 40 incident of ransomware attack were reported, in
which 34 incident included Wannacry and Petya ransomware.

Wannacry attack had been first reported on 12 may 2017 and petya on
27 June 2017.
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Case Studies

A

A

However, in the first half of 2017 alone, CERIreceived 27k report of
Cyber security Risk.

This include a range of threat like Phishing Assault, Website Intrusions
and defacement or damages to data in addition to ransomware attack.

Analyst have stated that India is among the top 7 countries for
Ransomware circulation as cyber attack have increased this year
globally.
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A In one of biggest Cyber Attack in history in May 2017.
A In India the top 5 cities impacted by Ransomware attack where Kolkata
followed by Delhi,Bhubneshwar, Pune and Mumbai.

A Almost 60 % of Wannacry attack attempts on Industry while the rest
were on individual customers.

WannaCry Ransomware Attack
Patch for Unsupported Windows (Apply Now)
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WannaCry

A Wannacryinfected computers running on older version of Microsoft OS
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prevent them accessing their Data & Software until a certain ransom
was paid to criminals
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Affected Area

o o Do o I»

Police department in Aandhra Pradesh were disabled.

West Bengal State Electricity distribution company limited were
attacked.

A govt. hospital in Odisha was targeted.

In Gujrat over 120 odd computers connected with GSWAN(Guijrat state
wide area network) were affected.

Maharashtra police department was also partially hit.
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Petya

lilelln was on top 10 listing oif hation to [be hit LYFJISAE
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Experts pointed out that petya was not really a ransomware like
wannacry but it was rather a wiper.

The aim of this malware was to delete all data, including data on the
first sector of disk, where the information about the OS usually stored.

The idea of this attack was to cause massive destruction of data not to
make financial gain.
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Affected Area

A INPT and local manufacturing units of global Companies.
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Some Famous Data Breaches In India

A BSNL Malware attack
4EA 30AO0A 201 OAIl Al KaatkaCrclAwad AT A
greatly affected by Malware Attack. The Virus rapidly affected 60k
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change their default Username and Password
63| o
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BSNL broadband user MALWARE attact
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Zomato Case

A Indian Restro search and dlscovery service provider
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database was breached in that 7.7 millions personal
details was revealed.
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